Icommunity Security Summary

Anderson Software’s completely anonymous tip management products have never been breached or compro-
mised in any manner over the past 20 years. This is a testament to the extent to which Anderson goes to try to
ensure the integrity of its entire system and the data that resides within it.

Anderson uses a highly secure and trustworthy datacenter. It is certified as a SSAE 16 SOC 1 Type Il and SOC 2
Type 1 HIPAA compliant host. Anderson employs two dedicated servers for this P3 application. One is a MS SQL
Server and the other a web/app server.

Both have abundant and redundant
resources, including dual RAID 10 totally 20+ Y EA RS

encrypted solid state drive arrays in each

to insure high availability of the system at
4,000,000+ [P
) )

Both onsite and offsite backups are

performed nightly on each server. Onsite
and off-site SQL data backups are also

performed every 5 minutes to help mini-
mize any potential data loss and easy S EC U Rl Y
restoration to a recent point-in-time.

Our application has been designed to be B R EAC : S

HIPAA, HITECH, CJIS and FERPA compli-

ant. This involves, among other mea-

sures, utilizing a fully managed firewall,

an intrusion prevention system, web application firewall, IP reputation filtering, vulnerability scans, anti-virus
protection, two-factor authentication via VPN for admin access and a log management system. All data is
encrypted on the drive while at-rest and all data is also encrypted during all communications between client and
server (in-transit). Anderson Software has also dedicated additionally encrypted field at the database level
where highly secure data may be placed for an extra layer of protection.

In order for the product to be trusted and respected, Anderson Software must maintain complete integrity of the
system and protection of the concept of public reporting in general without placing the reporting party at risk.
Anderson Software has performed this very task for the past 19 years.

Law enforcement agencies and schools rely on Anderson's experience and knowledge in this area to provide the
safest and most secure system of this type. Anderson takes security very seriously and its track record of no
breachesin our history speaks volumes. Anderson Software continues to employ industry best-practices to keep
the record clean.
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